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Abstract: Most of the security testing tools lack of optimization of testing, configured strategy and intelligent
analysis of testing results. These problems lead to the status that these tools can’t be used in Web application testing
well. A fuzzing testing method towards Web application security based on HTTP proxy was proposed. The
high-performance communication between HTTP proxy server and browser through the mechanism of asynchronous
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63 192, 168. 1. 122 FdvwaSdrwafossimain css GET iexplors
&2 192,168, 1. 122 Advwaldvwalinages/Lloge. prg GET iexplore
61 192. 168, 1. 122 Fdwwasdvwais/dvwaPage. iz GET i

192 168, 1. 122 Jidwarulnerabilit ge=include php G explore

==) 1921658, 1. 122 Advwasvulnerabilities/fi/7page=include. php GET iexplore
55 192. 168, 1. 122 Adrwasdvwais/dvwaPage. iz GET iexplore
57 192, 168. 1. 122 Sdvwaldrwafinageslogo. prg GET iexplors
56 192.168. 1. 122 Advwaldvwaloss/main. oss GET iexplore
54 192. 168, 1. 122 /dwwafrulnerabilities/csptehas/ GET iexplore
53 192, 168. 1. 122 Fdvwarulnerabi Feaptohas GET i
52 192. 168, 1. 122 GET
51 192, 168, 1. 122 Fdvwa dvwal GET
50 192, 168. 1. 122 AdwwafdrwafinagesLogo. prg GET
43 192. 168, 1. 122 Advwasvulnerabilities/esr £/ GET .
43 192, 168. 1. 122 Adwwafrulnerabilities/osr £/ GET iexplors
45 192,168, 1. 122 Advwaldvwalis/dvwaPage. s GET iexplore
a7 192. 168, 1. 122 Advwaldrwalinages/loge. prg GET iexplore v

Ko Mot oy AR S
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e 83 e

WS EH ERIER EERS EEFE

3 1 3 oo

4 1 GET fdwwafvulnersbilities/fi/ffpage= ./ ./ ./ ./  feto/paz=wd

|3 192,188, 1. 122 GET fdvwaSvulnersbilities/fi/Ppage= ./ ./ ./  fetespasswd 200 0K 4073
[ 192 168. 1. 122 GET Sdvwa/vulnersbilities/fi/7page= ./ ./  fetc/passwd 200 0K 4067
7 192 168. 1. 122 GET /dvwafvulnerabilities/fi/Ppage= . fetc/passwd 200 0F 40EE
g 192 1658.1. 122 GET fdvwafvulnerabilities/fi/Ppage= ./ . fetefpasswd 200 0K 4061
4 192 168. 1. 122 GET Sdvwa/vulnersbilities/fi/7page=ete/paszwd Z00 0K 4049

ERiEE | BEEE |MHakE | atras

HITE/1.1 200 O

Date: Tue, 02 Sep 2014 02:21:12 GMT
Server: hApache/?. 4.9 (Unix) OpenSSLA1.0.1g PHP/5.5.11 mod_perls2. 0.8-dev Perl/vE. 16.3
¥—Fowered-By: FHP/5.5. 11

Expires: Tue, 23 Jun 2009 12:00:00 GMT
Cache—Contrel: no—cache, must—revalidate
Fragma. no—cache

Content—Length: GE84

Eeep—Alive: timeout=H, max=100
Connection: Keep—flive

Content—Type: text/html;charzet=utf-&

root:x:0:0:root: froot: bin/bash

K10 H iyl it as 1

EEMAZERY: | sauEd

POST Asgfuzz/logzin php HITEAL. 1

Accept: text/html, applicationsxhtml+eml, #/%

Referer: http://192.168.1.132/sgfuzz/

Accept—TLanguage; zh—Hans—CH, zh—Hans; g=0.5

User—Agzent: Mozilla/5. 0 (Windows FT 6.3; WOW&4; Tridents/7.0; rv:11.0) like Gecko
Content—Type: application/z—www—form—urlencoded

Connection: Keep—Alive

Content—Length: B0

HT: 1

Host: 192.168.1.132
Pragma: no—ecache

username=fpassword=[sqlinjection. xml]é&submi t=++KE FHOIKEE +HESKEIRAE ++

B 11 SQLEANZE

EEIFEIIR
RS EH, BHRER b B EHEE
1] hize hzru. edu on GET /zfy/jquery—1. 7.2 min. j= EEEIT... EE. ..

ERizE | BEEE | [Emzs | sirge

Server: hpache—Covotes1.1
Content-Type: text/html;charset=utf-&
Content—Length: 1024

Date: Wed, 30 Dec 2015 06:23:03 GMT

<html<head><titleApache Tomcat/6.0.32 — Error report<{/titler<style’{!—Hl {font—family:Tahoma, Arial, sans—

zerif; color:white:backzround—color (#525D076; font—size 2%px;} H2 {Font—family: Tahoma, Arial, sanz—serif;color white:backsr ound—color: #
E2EN76: font—=size: 16px:} H3 {font—Ffamily: Tahoma, Arial, sanz—serif; color:white: background—color: #525076; font—=ize: 1dpx;} BODY {font—
family:Tahoma, Arial, sans—serif; color:black;background—color:white;} B {font—family: Tahoms, Arial, sans—serif; color:white:background—
color: #525076;1 F {font—family: Tahoma, Arial, sans—serif;background:white; color:black; font—size:12px; A {color : black:}A name {color
 black:IHR {color : #525D76;1—></style> </head><body><hi1>HTTF Status 404 — fzfy/jquery—1. 7. Z. min js</hl1><HR size="1"
noshade="noshade”><p><b>typed/b> Status report</p>{p><bomessaged/b> <ur/gfy/iquery=1. 7.2 min js</u></po<pr<brdeseripti ond/b> <udThe

& hadirsd Fhm]

12 SQL VENMAL,
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requested resource (fgfy/jquery—1. 7.2 min. js) is not available {/ud¢/p><HE size="1" noshade="noshade”><h3>Apache Tomcat/8. 0. 32</h3>
v
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WS £ HRIER

MEERS EEHE

Eres | EEES FEEs | aas

¢div class="vulnersble_cade_area”>

<form name="¥35" action="#" method="GET">»
<p>¥hat’ = wour name?</pr
{input type="text” name="name”»
{input type="submit” value="Submit”>
O farm>

<predHello <scriptralert{document. cockie) (/seript><{/pre>

13 XSS MR &5 H 2%

wS EH, ERIER

1 192, 168. 1. 132 POST /sgfuzz/logzin php
2 192, 168. 1. 132 POST /sgfuzz/logzin php
3 192 168.1. 132 POST fsgfurz/login php
4 192, 168. 1. 132 POST /sgfuzz/logzin php
[ 192, 168. 1. 132 POST /sgfuzz/logzin php
[ 192, 168. 1. 132 POST fsgfurz/login php
7 192, 168. 1. 132 POST /sgfuzz/logzin php
g 192, 168. 1. 132 POST /sgfuzz/logzin php
2] 192, 168. 1. 132 POST /sgfuzz/logzin php
jin} 192 165.1. 132 FOST fsgfurz/login php

& =R EEHEE
200 OK &7
200 OK &7
200 OK &7
200 OK &7
200 OK &7
200 OK &7
200 OK &7
200 OK &7
200 OK &7
200 OK &7

Fhize BEES |REES | ArEn

[HTTF/1.1 200 OE

Date: Tue, 0Z Sep 2014 12:43:36 GMT
Server: Apache/Z 2. 26 (Win32) FHP/B.4.27
X—Fowered—By: FHF/E 4. 27

Expires: Thu, 19 Fov 1931 05:52:00 GMT

Fragma: no—cache
Content—Length: 268
Eeep—Alive: timeout=5, max=100
Connection: Eeep—flive
Content—Type: text/html

CacheTControl: no—store, no—cache, must—revalidate, post—check=0, pre—check=0

zhfrbf TR A <a href="my. php A PHLG e SRAPEER: <br SBAPID: 16y SRAPE shidr SR 123466<br da
href="login htnl " yEEEF < ar<br /select * from user where username=" zhf and password=" 123456" limit 1

14 PTG ER

Zel%f H skl Jfj . SQL vEAN L XSS ki i
KOs AKX 5 PRSI AR, %R T
FLRBAE K At R 2 M T IR 25 AR N e s,
Wil 531548 PRI iR s ), AN e — e #2
& B3 AR .

44 ERHSEHLIER

AR T EARE AT K, A2 A s
BIAE A, ik s HAnlkss A%, sk BArikSS
AR EME R, LT sete AT, B3O
FUE RO BT 4 Rt o AR T H F 2R LT
JUANTT AT 73 Hr

1) HR 43 SRk 1] A B AR o0 3k [ 45 B 1)
A REAT VE AL s

2) AR SRR ] 45 SR K R IR [RIE
S IEAfR R T A DU IC s

3) MR SRR R TEGE 45 R N AT EE,
TR [P B ) I P A T4 DU E . 5

4) BB REA WAL &5 R Sk, SCRFIE
B PN e I s

SQL ¥ NFIN H sgc [ BRI 1 43 B 25 SR
Kl 15 Fiore

EHRES | EEES | FEER | TR
FmEA TsaLE BRI TS SATEE RN -
28 SRENE ER R 0T -

HIz00 oEHitLE

M sE PEHEE R0 T -
HIIEEHE E 1R

ERES  EEER | FEEE | SirER
FiER T ERREDESNNTE, SrERNT
it SRR EE S A T -

404 Hot Foundditiosf

M R ST

Loz 0R

K15 slorbrs R

RN 2 AN L) Web Y IIRA T2 WebFuzz.
BurpSuite, 7F A HEXNTS, ZERMSHECE . A FR .
MRREE TS BT T I, Wk 3 Fos.
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%3 5 WebFuzz. BurpSuite Mlix T & Eb4R
TH#A HemE L E TR % S ER BHea T
ASCIMATH ST OWEM TR E e AR f ks R TR AW XA RN MEE S TR I iEnE,
A TR HBATE R SR 5 TR 2 4 41
WebFuzz!"" P B 2

W
G

HBERRF 2 S AT B E
BurpSuite!"”! KA Intruder MEFERF O S
*

AT SR L L

P TR

bR BRI HTTP B
F ) TR AL A HTTP iR R HTTP s

[y

WebFuzz 755/ % HTTP PSR A
fif, H BRI — W nui sk, SRR E S HAT
WAL, [N AGEXT D dH AT E R, mEERE X
THREEE/RITE HTTP &5 B, R eeth b
FEJEAE 5. BurpSuite BUARBEEF2 AT T4 K,
{HE HERIEFR IS4 (Bl attack type)
45, 4 post 1K 34l KIEE] Intruder BEAT AR,
HIIRPTA HTTP RGHE R, TEFIhEPRIE
Mo ZxGmHr, AIARINAR T H Retg HA7 ] il
o N TR R TN = B a2 NG B S

5 ZRiIE

ASCHEIE T HTTP AQEE) Web I H 2241
MR A AT, 24T T H T H K Web
P24 AR T B, WF9EIFSEBL T 1 i) Web
I FH BRI T V5, 0T e T — o EE I B e
AORE R i PRORSORI N T o 12 T L S m e
A REA BT, RORHR A T I IR A0 1)
HERPE RS S, R R R 52 2 ie ),
T B R PR, SR R AN > T . SEEG R,
% U HLREAT RSt H s 7. SQL VEAN. 1%
SfA S 1R SR, eI, kAT
BRI AT, 5 BN 53148 KT R I 1R B ]
M—E R B3 s TIARCR . MR, X THE
(PAE T B 2 b AE SRS IC & P O S T AN g
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